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Introduction

Welcome to the Digital Citizenship eBook. 
The purpose of this eBook is to inform you 
about digital citizenship and help you im-
plement a digital citizenship program in 
your class. You can use this eBook to-
gether with our video course of the same 
title or on its own. 

The guide addresses the elements of digi-
tal citizenship and how important it is for 
every teacher to address the essential com-
ponents with their students, regardless of 
age. Years ago, digital citizenship wasn’t 
even on the radar of educators, but now it 
is something that cannot be ignored. Digi-
tal citizenship is appropriate and responsi-
ble behavior that students (and adults) 
should practice when using technology.

In order to inform you on the most impor-
tant aspects of the topic, we will cover the 
following:

1. Communication
2. Literacy

3. Etiquette
4. Digital Law
5. Rights & Responsibilities
6. Health & Wellness
7. Commerce
8. Implementing a Digital Citizenship Pro-

gram

There is a lot to cover, and there are some 
great resources available to help you imple-
ment a program in your school or class-
room. Check the appendices for links to 
additional resources, as well as materials 
you can use with your class.

Every educator has an important role to 
play in informing students and parents 
about digital citizenship, no matter the 
grade. Get started today with the tips and 
tools provided in this course, and make a 
difference in your students’ lives.

i

What exactly is digital citizenship and  
how important is it to teach the ele-
ments of digital citizenship to stu-
dents of all ages?
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Communication
1

The way we communicate has changed 
drastically over the last 20 years. Today, 
people can communicate instantly with al-
most any person in the world.

This section is about helping students with 
online communication. For the most part, 
we will consider these students to be age 
17 and under. While the following repre-
sents best practices for adults as well, 
there are instances in which it is accept-
able for adults to communicate personal 

information, but not for minors to do so 
(for example, a secure banking site).

Since instant communication is so readily 
available to students, it is important to ad-
dress the best ways to communicate, what 
not to share, and what to do when some-
one is interacting inappropriately with 
them. There are other contexts, but we will 
focus on these three main areas in regard 
to communication.

Guidelines for Communica-
tion 

Personal Information
With so many students using social media 
as a way to connect, there is potential for 
confusion and difficulty with proper com-
munication.

The number one rule of thumb for students 
is to never post personal information such 
as:
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• Cell phone number
• Address
• Name of school

It is also important that families and stu-
dents are encouraged to make sure that 
any profile, such as a Facebook or Twitter 
profile, is free of personal information.

Your district or school may have guidelines 
or policies regarding student communica-
tion online. Check with your administrator 
or IT department for this information.

The next consideration is photographs. 
Some cameras geotag, which means they 
provide the location where the picture was 
taken. This feature can be used to find out 
where someone is or was, and can be 
turned off on most cameras/devices 
through the settings. Ensure that your stu-
dents and their families are aware of this 
capability. That way, they can be certain 
that any photos posted, texted, or e-
mailed do not reveal the location of the per-
son posting, thus not revealing any per-
sonal information.

Also, it is important to take into considera-
tion what is shown in the image. Check to 
make sure there are no clues in the photo 
that indicate where the photo was taken. 
Teachers will want to review district or 
school policies on photographing stu-

dents. Most schools require a photo re-
lease, signed by a parent or guardian, be-
fore taking any pictures of students at 
school.

Password Safety
The only person that should have access 
to a minor’s password is a parent or guard-
ian. Many issues come up when minors 
share their passwords. Most of these is-
sues could easily be avoided by following 
this one simple rule. Make it clear to your 
students that they never want to share 
their password with anyone other than a 
parent or guardian, not even with their best 
friends.

Written Text
Before a student writes an e-mail, texts a 
friend, or posts on social media, he needs 
to know the purpose. In addition, he needs 
to be sure his writing is clear. Written com-
munication can cause problems when writ-
ers are not careful. What is intended as sar-
casm or humor might not come across 
that way to a reader. It is best to leave 
these types of remarks out of written com-
munication to prevent misunderstanding. 
Follow the KISS rule: Keep It Short and 
Simple. 
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It is also important to remember that e-mails, texts, and posts 
are not private formats. Anyone could potentially see what has 
been written.

Inappropriate Communication
Teach your students that when someone uses a digital format 
to make rude comments or to harass another person, the best 
response is no response. Have them immediately report the 
behavior to a teacher, parent, or guardian.  

An effective way to stop this type of communication from con-
tinuing is to block the person exhibiting the behaviors. Talk 
your students through the various situations in which they 
would use this action.

If the person who is harassing or being rude to another stu-
dent is a student in the same school or district, you will need 
to follow district policy. Many schools have a policy in place or 
specific steps to take for inappropriate online behavior. At the 
very minimum, you will want to inform your administrator.

When used correctly, online communication can be incredibly 
useful for students. Follow these simple rules to keep stu-
dents safe and productive online.

Take a look at the printable handout that lists student guide-
lines for online communication (available in Appendix B). 
Share this with your students or parents today in order to pro-
mote safe online communication.

Teach your students 
that when someone 
uses a digital format 
to make rude 
comments or to 
harass another 
person, the best 
response is no 
response.
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Digital Literacy
2

Digital literacy is so much more than sim-
ply being able to read online content. It en-
compasses:

• Privacy & Security
• Copyright
• Communication

• Informational Literacy

Each of these topics will be covered in this  
guide. Many topics related to digital citizen-
ship cross over, so some of these areas 
will sound familiar from the previous sec-
tion on communication.

Every Internet user, student and 
adult, needs to learn how to manage 
his or her online image and informa-
tion.
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Privacy & Security
Every Internet user, student and adult, 
needs to learn how to manage his or her 
online image and information. From iden-
tity theft to reputation damage, there are 
many risks for Internet users. Students in 
particular need to learn how to navigate 
the online world.

Strong Passwords
There are people who wish to take advan-
tage of those who are new to the Internet, 
and/or those who do not adequately pro-
tect themselves. It is important to be pre-
pared and keep information secure. Stu-
dents must learn how to create strong 
passwords and keep them secret. They 
should share passwords with parents and 
guardians, but no one else.

Strong passwords use a combination of at 
least one capital letter, one lowercase let-
ter, and one number or symbol. They 
should contain a total of eight characters 
or more.

PASSword3!

Privacy Policy
It is also important to help students iden-
tify when someone is trying to scam for in-
formation, sometimes called Phishing, as 
well as how to read a privacy policy on any 

website. A good exercise for older stu-
dents is to go through a couple of privacy 
policies together to find out what the sites 
do with the information collected about 
their visitors. Does it look and sound legiti-
mate? What specific words or phrases con-
vey legitimacy? Does their site seem se-
cure? There are a number of websites out 
there to help students work on this skill. 
Every year, thousands of people fall prey 
to scams, but with some basic knowledge 
and guidelines, these situations can be pre-
vented.

Minors should never share personal infor-
mation online and should always ask a par-
ent or guardian about what is safe. If some-
one contacts a student or adult, and asks 
for personal information like an address, a 
phone number, a credit card number, bank 
information, a password, or a social secu-
rity number, there is a good chance tha 
they are searching for information, and not 
for legitimate purposes. Another common 
scam for personal information and/or 
money is a claim from an unknown source 
that the individual has won a prize or some 
money.

Students should never share personal infor-
mation online, no matter who is asking for 
it. Scammers can easily claim to be a 
friend, when, in fact, they are not.
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Digital Life
A person’s digital life is as much a part of his or her image as 
is his or her physical life. Students often have a difficult time 
understanding this concept.

There are many benefits, as well as some risks, to cultivating a 
digital presence. Online reputation is becoming increasingly 
important, and many colleges and employers examine social 
media profiles in order to determine if a person is the right fit 
for their school or company.

Students need to learn how to create personal privacy and un-
derstand that their digital presence is both public and perma-
nent. Every time something is posted, a record is kept.

Teaching students to reflect before posting is a positive way to 
build these skills. Showing examples of proper posting, as 
well as improper posting can be quite helpful for teaching this 
skill.

Copyright
With such easy access to information, images, videos, and 
more, students must understand the rights and responsibili-
ties that come with using online material.

Likewise, as they create and publish their own material, pupils 
need to learn how to make choices on how to protect their in-
tellectual material.

The Basics of Copyright and Fair Use
Check to see what type of copyright the document, image, or 
media has. Sometimes an author gives certain permissions. 
For example, an author might allow copying, sharing, or even 
editing. Other times, documents are marked with a standard 

Students need to 
learn how to create 
personal privacy and 
understand that their 
digital presence is 
both public and 
permanent.
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copyright, and students must ask permis-
sion to use the item.

At a glance:
• Check copyright
• Check type of copyright
• If necessary, ask to use

Take a look at the creative commons web-
site for more information on copyright for 
online materials.

http://creativecommons.org/licenses/

Notice that there are various copyright dif-
ferences in fair use.

Informational Literacy
Students who are informationally literate 
know how to identify, analyze, and use in-
formation effectively and responsibly. 
Learning how to use search strategies, em-
ploy evaluation techniques, and analyze 
credibility is vital for every pupil.

Search
It is no longer only about what you know, it 
is about how fast you can find something 
and evaluate its credibility. It is important 
for students to learn basic search tech-
niques. 

One of the first steps toward competent 
searching is coming up with effective 

search terms. As students move up 
through the grades, they will want to move 
beyond simple search terms and learn ad-
vanced search techniques in order to more 
efficiently hone in on the information that is 
the purpose of the search. 

Today’s online search engines use some-
thing called Boolean logic to search 
through massive amounts of data and infor-
mation. There are some great lessons avail-
able to help students learn about Boolean 
logic. Check out the handout in Appendix 
B for some ideas.

Credibility
After they have found what they are look-
ing for, students need to evaluate the credi-
bility of a source. They can learn to look 
for some key factors that help to deter-
mine a site’s validity. 

Specific Author
The first step is to find a specific author for 
the website. Often, this information is 
found in the “about us” section of the site. 
Next, students can determine if there are 
any legitimate organizations involved with 
the site. The handout for this section in-
cludes a link to a resource designed to 
help students work through through a site 
in order to check for validity.
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As students write or speak about topics, 
they will want to back up their claims and 
assertions with research. If the site does 
not appear to be in high standing, it may 
not be a good site to choose as a source.

In this chapter, we covered privacy, secu-
rity, copyright, communication, informa-
tional literacy, and Internet safety. Take a 
look at the appendices for additional re-
sources to help you get started with teach-
ing digital literacy to your class.
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Netiquette
3

Online etiquette, also known as netiquette, 
is something every citizen should practice. 
Students, in particular, need explicit teach-
ing around etiquette strategies to employ 
when using technology. This guide covers 
the basics of what every student must 
know in regard to etiquette online.

Written Copy
One of the first areas of etiquette to ad-
dress with students is written copy. When 
writing an e-mail or post, it is important to 
keep the message simple and to the point. 
For example, WRITING IN ALL CAPITAL 
LETTERS reads like yelling. Additionally, it 
is very difficult to read text that is written in 
all caps. Encourage your students to fol-
low capitalization rules when writing on-
line.

Since it is more difficult to express emo-
tion through writing, some people use 
emoticons to help convey their tone or 
mood. However, like anything in life, too 
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much can be a bad thing. Be sure to ex-
press to your pupils that they should limit 
their use of emoticons. 

The same goes for the amount of text. 
Help students keep focused by limiting the 
amount of text used in a post, e-mail, or 
text message. Online communication is 
most often about being quick and concise. 
Face-to-face interactions, blogs, and other 
formats are more appropriate for longer 
messages or large amounts of text.

Students can also shorten messages by us-
ing common abbreviations. 

Examples:
• BRB = be right back
• TTYL = talk to you later
• BTW = by the way

However, it is important that they know 
their audience. Not everyone should re-
ceive messages with BFF and LOL in the 
body.

Be sure to teach students that any com-
ment they post, e-mail, or text are not pri-
vate. There is the potential for anyone to 
see or share these types of communica-
tion. Students can lose friends and even 
put their college admission at risk with 
posts that are poorly thought out, or posts 
that can be misconstrued.

Additionally, advise students to stick with 
one topic at a time. As other participants 
contribute or respond to a one-topic mes-
sage thread, if an additional topic is 
added, somebody will get confused. If stu-
dents wish to add a new topic to a mes-
sage thread, it is better to create a new 
post, e-mail, or text.

Technology has changed much of the way 
we communicate because it is instant and 
so easy to use. Short, quick communica-
tion is the protocol in most formats.

With the fast pace of online communica-
tion, even subject lines need to be clear. 
Help students create clear titles for their 
messages that relate to the topic at hand. 
People can become upset if they don’t feel 
they were given accurate information 
within the subject line.

Courtesy
One of the all-time basic rules that applies 
to online communication is to give simple 
courtesy to others. The same courtesy one 
would offer in face-to-face communication 
should be given in online communication. 
Students must learn to evaluate how oth-
ers may feel about a post, or even how 
they handle technology in general. They 
need to put themselves in others’ shoes.
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While technology is a wonderful addition to our society, it can 
be disruptive and irritating. For example, think of people who 
talk loudly on their cell phones in a public place. Often, they 
don’t even realize how loud they are, or that they are disturb-
ing anyone. A simple rule that everyone, including students, 
should follow is to move to a private place to make or take a 
phone call.

Furthermore, students and adults will sometimes text or surf 
the Internet on their smartphones while hanging out with 
friends. This can be hurtful to the person or people sharing 
their company. There are many great reasons to enjoy face-to-
face communication, so encourage your pupils to put their 
phones away from time to time and they will reap the benefits.

This guide is meant as an overview, so it is not necessarily 
comprehensive. Take some time to talk with your class and 
brainstorm additional ways to build and practice etiquette with 
technology. Try out these tips today and check out our PDF 
handout in Appendix B for some more ideas.

One of the all-time 
basics that applies to 
online 
communication just 
as much as it does to 
face-to-face 
interaction is to give 
simple courtesy to 
others.
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Digital Law
4

As an educator, it is important to know the 
laws and expectations for student technol-
ogy use. While there are many laws sur-
rounding these topics, this guide will focus 
on some general tips and provide an over-

view of a major federal law so that you can 
be prepared and informed.

Every district should have a policy with re-
gard to technology use. Be sure to check 
yours for specific details.

What do you need to know about digi-
tal laws in order to protect your stu-
dents’ privacy? How should students 
act when using school technology?
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COPPA: Children’s Online     
Privacy Protection Act
COPPA was enacted in in 1998, and be-
came effective April 2000. Under this act, a 
child is defined as any individual under the 
age of 13. The goal of the act is protect 
children’s privacy. Any website operator or 
service that collects and maintains per-
sonal information requires parental or 
guardian consent before collecting informa-
tion for those who are 13 and under. Fur-
thermore, they are unable to market to chil-
dren or share a child’s information, even 
with parental consent.

Parent/Guardian Verification
Website operators must use reasonable 
procedures to ensure that they are dealing 
with a parent or guardian when gaining per-
mission to use the service. 

These procedures can include:
• A signed form
• Verification of a credit card
• A call to a toll-free number
• A parent/guardian PIN 
• A parent/guardian password

The bottom line is that the protection of 
student information and privacy should be 
a primary concern of every educator.

Acceptable Use Policy
There are a number of other laws that re-
late to children’s safety and privacy online. 
Your school or district should have an ac-
ceptable use policy that helps to create a 
safe online environment for learners. These 
forms are generally given out at the begin-
ning of the year and are signed by a parent 
or guardian, as well as each individual stu-
dent. After the signatures have been col-
lected, these forms are kept on file at the 
school, usually in the student’s file.

It is important for educators to take some 
time to go over the expectations for stu-
dent technology usage. Most acceptable 
use policies incorporate digital laws and 
work toward a safe online experience for 
students.

Technology at School is for Academic 
Purposes
Commonly, there is language in these user 
agreements that explains that the equip-
ment at school is to be used for school-
related educational activities. This means 
students must have an academic purpose 
for using the technology. This applies to 
the Internet as well. Pupils are to use the 
Internet only as a tool to support academic 
learning and growth.
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Additionally, most acceptable use policies address copyright 
laws. The expectation is that students are following copyright 
laws in regard to written copy, pictures, and other arenas.

They often refer to passwords as private information that is 
not to be shared with others. Keeping a password secret is 
one way to ensure that personal information is safe and to pro-
vide protection against fraud.

Students should only use files and applications that they are 
authorized to use. If they try to access or download files with-
out approval, this could be construed as a violation of his/her 
technology use policy. Consequences for students who vio-
late the policy could range from a temporary technology ban, 
to allowing technology use only under strict supervision.

Students should only 
use files and 
applications that 
they are authorized 
to use.
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Usually, there is a broad statement that 
states that students follow the guidelines 
set by the instructor at a particular site. 
Most often, this includes staying on the 
school network where safety measures 
and appropriate filters have been put into 
place.

If there is a 1:1 program at the site, per-
haps a laptop or iPad program, there could 
be some additional safety measures set 
up. Most often, the settings on these de-
vices can be adjusted to help create a 
safer user experience. There are also some 
third-party management systems that help 
monitor and track student activity on these 
devices.

The number one way to help students be 
safe online is with instruction and training. 
Letting them know the school’s expecta-
tions, safety concerns, and policies can 
lead pupils to make wise decisions. Even 
with filters and safety measures in place, 
students will sometimes run into content 
that is not for educational use. Teaching 
them how to manage this type of situation 
when/if it occurs, can prevent a lot of po-
tential problems.

Consider using some of the resources we 
have listed to plan lessons for your class. 

You might also stage a parent information 
night at your school. See the handout in 
Appendix B for additional ideas.
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Rights & Responsibilities
5

Rights and responsibilities are the core val-
ues of digital citizenship. They guide the in-
trinsic motivation that helps students 
choose right from wrong when working 
within the digital world.

There exists a basic set of guidelines that 
needs to be taught to all students that deal 
with the ethics of a given society. Much of 
this will manifest itself in the laws and rules 
surrounding digital use. However, the un-
derstanding behind these laws is the right 
and responsibility of each individual citi-
zen. 

This guide will cover the basics that you 
and your students should know. It will also 
provide helpful resources for teaching 
about digital rights and responsibilities. 

What Does a Good Citizen 
Look Like?
How different is digital citizenship from 
physical citizenship? The same principles 
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apply. A good citizen is identifiable, up-
holds the laws of the land, uses appropri-
ate language, and uses social courtesies. 
Citizens of the digital world know that their 
digital information will last forever. There is 
a permanent record of actions and interac-
tions on the Internet. Essentially, it is a vir-
tual world attached to a physical person.

Let’s break digital citizenship down into 
some basic rules:

1. Respect Yourself

2. Protect Yourself

3. Respect Others

4. Protect Others

5. Respect Intellectual Property

6. Protect Intellectual Property

Respect Yourself
How you represent yourself can go from 
good to bad pretty quickly. Think about the 
inappropriate user names you have seen. 
Teach students to use names (for profiles 
etc.) that represent a positive image. Many 
social networking sites have users that 
cross the line.

With so many colleges and employers 
searching for information about candi-
dates, it is important to teach students 

about the impact that their names and 
comments will have on their lives.

As students get older, they will need to de-
cide what is important for people to know 
about them in the public arena of the digi-
tal world. There are some things that 
should remain private. The consequences 
of giving out too much information should 
be considered.

Some recommendations for students as 
they work to respect themselves and keep 
their lives private include:

1. Create user names that are positive
2. Do not post information that you would 

not want a college admissions officer 
or employer to see

3. Consider all actions and comments be-
fore posting

4. Consider images before posting
5. Consider personal information before 

posting

Protect Yourself
Giving information about regular activities 
and places you go is dangerous. Consider 
the student who posts, “Every Wednesday, 
I am at the ice skating rink at 4 pm.” While 
this sounds innocent, a predator could use 
this information to cause harm.
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Open statements posted online about where you go and what 
you do are dangerous to both adults and children. Teach your 
kids not to risk putting themselves in danger by posting these 
types of comments.

Here are some basic recommendations for students:

1. Think about information you are posting. Will this be to an 
open public, or your closest friends? Who is the audi-
ence?

2. Don’t publish scheduled activities
3. Set privacy setting to control access to updates and pro-

file
4. Do not schedule to meet someone alone that you met on-

line. Always consult with a parent or guardian before meet-
ing someone, and never go alone!

Respect Others
If you wouldn’t say it in person, don’t say it online. When a per-
son attacks another online in some way, it is called flaming. En-
courage your students to act respectfully toward others online 
and not to participate in flaming.

Recommendations for showing and maintaining respect are:

1. If you don’t have anything nice to say, don’t say it at all
2. Don’t respond to flaming or forward it (tell someone)
3. Do not become friends with people or visit sites that prac-

tice this behavior

Protect Others
Almost every site has a tool for reporting abuse. Teach stu-
dents to use it if someone is posting inappropriate material or 
comments. By reporting abuse, users show that they will not 

By reporting abuse, 
users show that they 
will not tolerate 
negativity toward 
others and will help 
to maintain safe 
online communities.
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tolerate negativity toward others and are 
willing to help to maintain safe online com-
munities.

It is important to teach pupils zero toler-
ance for abusive activity. Anything that is 
derogatory or sexual in nature should be 
reported.

Here are some recommendations you can 
provide to students:

1. Report abuse
2. Don’t forward or pass on unacceptable 

material
3. Always consider others. Ask students 

to consider, “How would you feel if the 
post was to/about you?”

4. Don’t visit sites that abuse people, and 
don’t friend people who abuse others

Respect Intellectual Property
Students need to be aware that they must 
follow some basic guidelines regarding in-
tellectual property.

The basics are:

1. Cite the source of the image or copy
2. Give credit where credit is due
3. Ask permission before using some-

thing if it is not an open source. If 
something is not an open source, it 

usually has a copyright; one must ask 
for permission to use

4. Link to websites that were referenced, 
so that the reader can see the original 
work

There are a lot of great resources available 
on this topic, so be sure to check Appen-
dix B for a handout with additional informa-
tion and ideas.

Protect Intellectual Property
Students need to understand that piracy of 
others’ work is illegal. There are simple 
ways to work with others and to request 
permission for use .

Teach students to:

1. Request permission to use
2. Find open source alternatives
3. Purchase and register software or 

other materials
4. Purchase music and media, and not to 

distribute any media in a manner that 
violates the licenses

5. Act with integrity

All of these tips will help you start a great 
conversation about rights and responsibili-
ties. Help students create a positive image 
for themselves in the online world.
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Be sure to check out the appendices for 
additional materials that relate to rights 
and responsibilities to help you cover this 
concept in your classroom.
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Health and Wellness
6

Health and wellness applies to many areas 
of our lives, including our digital lives. Digi-
tal health and wellness include:

• Body posture when using digital tools

• Physical well-being
• Safety
• Eye health
• Addiction to technology

As technology becomes more preva-
lent, help your students develop posi-
tive habits, both mental and physical, 
for using digital tools. 
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Addiction
It is important to bring up the topic of addiction. Those who 
use online tools can become addicted to them if their attach-
ment is not properly addressed. Lack of sleep and exercise, 
and a feeling of being separated when there is no access to 
online tools can all be signs of addiction. Creating healthy 
time limits for online and digital tools use is a way to foster a 
healthy lifestyle.

Posture and Ergonomics
Students and adults alike need to learn the basics for working 
with a computer or other digital tool. When sitting at a com-
puter, a person should be sitting upright with both feet on the 
ground and hands directly in front. Computer users should be 
able to easily stand up from a sitting position without having 
to readjust. 

Note that there are chairs and other tools available to help 
with posture and ergonomics, such as footrests and lumbar 
supports. It is also important to stress taking frequent breaks. 
Follow the 20/20/20 rule. Every 20 minutes take a 20-second 
break and look 20 feet away. It is also important for technol-
ogy users to rest their hands and eyes occasionally. A good 
guideline is to get up every 45 minutes to stretch or take a 
brisk walk.

Physical Well-Being
Physical well-being is essential. In order for students to en-
sure their own personal well-being, they should learn self-
evaluation skills. Teach your students to ask themselves the 
following questions:

Follow the 20/20/20 
rule. Every 20 
minutes take a 20-
second break and 
look 20 feet away.
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1. Am I present and involved physically 
with my family and friends?

2. Am I withdrawing from society and 
spending all my time online?

3. Can I go to an event without a digital 
tool (even a smartphone)?

4. Am I involved in community activities?
5. Do I set guidelines for using technol-

ogy and keep them (time spent online, 
social versus work)?

If students are struggling with these areas, 
consider working out a daily plan or en-
courage them to talk with a school coun-
selor.

Online Safety
Staying away from sites that are potentially 
dangerous or loose with personal informa-
tion is one way to keep students safe and 
healthy. Be sure to check out other chap-
ters on staying safe online.

As you integrate digital health and well-
ness into your classroom environment, con-
sider putting up posters to help remind 
you of these tips. Set a timer to help your 
students follow the 20/20/20 rule when 
you are working with digital tools.

If you are practicing these skills yourself, 
you will become a role model for your pu-
pils. Be sure to check out our handout in 

Appendix B for tips and resources to help 
you incorporate health and wellness into 
your curriculum and day-to-day activities.
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Digital Commerce
7

Buying and selling online is becoming 
more and more a part of today’s society. 
Knowing how to navigate digital com-
merce is an important skill for every citi-
zen. There are benefits and potential risks 
to doing business online. Understanding 

the risks will help both students and adults 
to make wise buying decisions and to 
avoid risks.

Key points:
• Online buying
• Scams
• Media subscriptions

Privacy and Security
You can buy almost everything online 
nowadays. It is often easier and more con-
venient to do so. In order to safely navi-
gate the digital shopping mall, buyers and 
sellers need to know about privacy and se-
curity.

Privacy and Security Policy
The first step in practicing secure Internet 
practices is to use a site that is clear about 
its privacy policy. Teach students to locate 
and read a site’s privacy and security pol-
icy.
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There are some basic guidelines for teens purchasing and sell-
ing online:

1. Parents need to be involved in online purchases made by 
anyone under 18 years old

2. Discuss purchases together and encourage parents to not 
just hand over their credit card

3. Parents should be in charge of the card and enter the infor-
mation into a secure and trustworthy site

4. Never use the Internet via an unsecured wireless connec-
tion

5. Password protect wireless access
6. Before entering credit card information, look to see that 

the website is secure

Buying online should be something everyone considers care-
fully. Using safe, known sites is the best way to go.

Scams
Scams can only work if they fool you. The digital world is full 
of scams, but teaching students about how scams work can 
help them identify potential issues before any real damage is 
done.

Here are some basic guidelines regarding scams that will help 
both students and adults:

1. Be aware. Know that there are many scams on the Inter-
net. Anyone who contacts you asking for personal or 
credit card information could be part of scam. Don’t give 
any information away before verifying the validity of those 
seeking information

2. Check to see if the organization has a working official 
phone number and that someone actually answers it

Be aware. Know that 
scams are out there. 
Anyone who 
contacts you asking 
for personal or credit 
card information 
could be part of a 
scam.
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3. Do some research on the company to 
see if they have been reported by oth-
ers for poor practices

4. Look for a physical address for the 
company. If there isn’t one, that should 
be a red flag

5. Trust your gut. If it sounds too good to 
be true, it probably is

6. Look for a copyright date on the web-
site. If the company has been around 
for a long time, it should be updated 
yearly to be current

Online Media Subscriptions
Subscriptions are a great way to access 
material online, but they require some 
work. 

Students need to be aware that when they 
sign up for a subscription, a game site, or 
a membership, they will most likely be 
automatically charged for monthly or 
yearly renewals. If students or teachers are 
using the subscriptions frequently, auto-
matic renewal will probably not cause prob-
lems. However, if they forget about their 
subscriptions, they will be charged 
whether they are using it or not. Encourage 
students and adults to keep track of sub-
scriptions and cancel when the subscrip-
tion is no longer in use. This way, they can 
avoid unnecessary credit card charges.

Practice and teach these guidelines for 
successful digital commerce with your stu-
dents. Use the resources and tips we have 
provided to go deeper, and be sure to 
check the appendices for handouts and ad-
ditional materials.
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Conclusion
8

Digital citizenship is an extension of one’s 
physical citizenship. Most of the principles 
of someone’s physical life apply to his/her 
online presence.

It is important for educators to discuss 
with students, no matter their age, age-
appropriate online strategies:

1. Communication
2. Literacy
3. Etiquette
4. Digital Law
5. Rights & Responsibilities
6. Health & Wellness
7. Digital Commerce
8. Implementing a Digital Citizenship Pro-

gram

Go back and review any of the information 
in this guide to find ideas and concepts for 
teaching each of these topics. Be sure to 
take a look at the appendices for re-

sources, handouts, and links to additional 
information. 

Feel free to provide feedback on this 
course, and thank you for taking a quick 
look at the world of digital citizenship. 
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Appendix A

Chapter 2

Creative Commons Website

http://creativecommons.org/licenses/

Lesson Planet Digital Citizenship professional development video course

http://www.lessonplanet.com/professional-development/courses/digital-citizenship
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Appendix B

Included in this Appendix:

• Communication Student Guide

• Literacy Student Guide

• Etiquette Student Guide

• Digital Law Teacher Guide

• Rights & Responsibilities Student Guide

• Health & Wellness Student Guide

• Digital Commerce Student Guide
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